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Sam
• PhD Student @ UoB, 
• Man At The End Attacks & 

Reverse Engineering
• Game Dev but all my games 

are impossible to beat without 
cheating

• Professor @ UoB
• Taught game hacking to his 

students for the last 5 years
• Hacked Apple Pay, Visa, 

Square, Bank of America, 
pacemakers, e-passports.  

Marius Tom

• Assistant Prof @ UoB
• Baseband hacking, Reverse 

Engineering, & Low-Level 
Security

• Recently hacked the RP2350

Who Are We?



Difficulties in Understanding Game Bans

- Getting banned
- Anti Cheats may actively prevent banworthy behavior
- Sometimes we are just getting blocked

- Knowing that we were banned
- Some games ban in waves
- Some games ‘shadow ban’

- Knowing why we are banned
- We tried plenty of different things – what triggered a ban?



Road Map

1: Intro and not getting banned

● Game cheats and anti-
cheats

● Methods that don’t lead to 
a ban

2: Getting Banned

● What gets you banned 
from various big titles

● How to do it with style

3: Staying Banned

● Account vs Hardware Bans
● How Hardware Bans work.

4: Getting Others Banned

● Get someone else banned

● Make any Malware Worse!

● Make your friends go and 
play outside. 
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Anti-Cheat
Cheat Process

User level 



Let’s Try to Get Banned: Cheat Engine. 



Let’s Try to Get Banned: Cheat Engine. 



Is It Just The Process Name?



Windows

User level 
• Runs applications like browsers or games 
• Limited access to system resources 
• Major fault  program crash 

Kernel level 
• Runs core system components 
• Full access to hardware and memory
• Major fault  machine crash
• Code must be signed by Microsoft 
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Let’s Try to Get Banned: Read Process Memory



Let’s Try to Get Banned: Read Process Memory
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Let’s Try to Get Banned: BYVOD

IQVW64.sys



Let’s Try to Get Banned: BYVOD

Driver does not load!

Hooked .sys load function. 

Drivers unloaded. 
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Hypervisor



Domain Expansion – Hypervisor Based Debugging

Hardware OS
Kernel

Usermode
We usually debug here 



Domain Expansion – Hypervisor Based Debugging

Hardware Hypervisor Virtual OS
Kernel

UsermodeWe now debug here



Domain Expansion – Hypervisor Based Debugging

Let’s try a hypervisor-based debugger!

Driver Signature Enforcement stops us loading our hypervisor 



Side Quest– Disable DSE

● Windows DSE relies on the function 
CiValidateImageHeader to check signatures

● Using a signed vulnerable driver we can 
read/write kernel memory

● Let’s patch that to always return true instead 



Domain Expansion – Hypervisor Based Debugging

Let’s try a hypervisor-based debugger again…

Hypervisor loaded! Let’s run a game and do some debugging



Domain Expansion – Hypervisor Based Debugging

Easy Anti Cheat Battleye

Vanguard



Your cheat attempts 
are pathetic. You 
are not worthy of 

our ban. 

Please Ban Us!



Road Map

1: Intro and not getting banned

● Game cheats and anti-
cheats

● Methods that don’t lead to 
a ban

2: Getting Banned

● What gets you banned 
from various big titles

● How to do it with style

3: Staying Banned

● Account vs Hardware Bans
● How Hardware Bans work
● How to spoof hardware 

serials/IDs

4: Getting Others Banned

● Get someone else banned

● Make any Malware Worse!

● Make your friends go and 
play outside. 



User Mode Injection ft. Overwatch 2

- We want to run some custom code in 
the target game process

- Usually we’d use something like

LoadLibrary(“1337hax.dll"); 

- All anti-cheats will hook/block common 
API calls like LoadLibrary(A) and
CreateRemoteThread, ruining our day

Game

Anti-Cheat

Cheat Process

Cheat

LoadLibrary



User Mode Injection ft. Overwatch 2

- To avoid API calls we use a process 
called manual mapping

- This boils down to replicating 
LoadLibrary ourselves

1. Allocate some executable space

2. Copy PE sections into memory

3. Resolve imports

4. Call DLL entry (thread hijack 
optional)



User Mode Injection ft. Overwatch 2

- Our first ban \o/

- Where a kernel anti-cheat can block us, OW2 is in usermode so 
can only crash or deliver a ban



BYOVD++ ft. Rainbow 6



BYOVD++ ft. Rainbow 6

IQVW64.sys

IQVW64.sys



BYOVD++ ft. Rainbow 6



Some Mousey Cheats

Aimbots – Aim for you, can shoot for you, 
achieved simulated inputs 

Pixelbots – Shoot for you on a color change 
via simulated clicks

Macros – Shoot or move for you in specific 
patterns e.g. to reduce recoil



Keyboard++ ft. Apex Legends

Cheats may simulate inputs. Can 
usual inputs get us banned?

The keyboard problem:

- Modern keyboards are too small 
and lack soul

- We prefer to compose our 
movement more tastefully

- Presenting… keyboard++ 



Keyboard++ ft. Apex Legends



Keyboard++ ft. Apex Legends

Log in the next day – unfortunately, we can still play! 



Keyboard++ ft. Apex Legends

A dramatic pause it great, but the input is too slow! Let's improve that. 



Keyboard++ ft. Apex Legends

So what happened? 

a) EA hates classy music?

b) We’ve run into one or more anti-
cheat measures 

Two Likely Possibilities: 

1. Macro Detection

2. Aimbot or Pixelbot Detection



Keyboard++ ft. Apex Legends

PixelbotAimbotMacro
Timing Checks

Screen Capture 
Detection
Input Source 
Analysis 
Memory Read 
Detection

Trigger 1 – Third Party Software 
creating synthetic inputs 

Trigger 2 – Inhuman click timing e.g. 
exactly 10ms between each input



Extra Sensory Perception

Wallhacks – Show player overlays through 
walls, a classic

Radars – Show players or loot on a minimap

Other – Any game state info you shouldn’t 
know, reloads, aiming, line-of-sight 



Crosshair++ ft. Fortnite

ESPs show enemy locations overlayed 
onto the game. Can this get us banned?

The crosshair problem:

- Most crosshairs are boring and 
uninformative

- My attention span is too cooked to 
pay attention to most crosshairs

- Presenting… crosshair++ 



Crosshair++ ft. Fortnite

Shoot 
there!



Crosshair++ ft. Fortnite



Crosshair++ ft. Fortnite

What's the problem Epic?

a) The meme format hit a little 
close to the bone?

b) Our overlay has triggered anti-
cheat measures 

Trigger 2 – Image is being 
constantly updated 
(pointing hand)

Two Likely Possibilities: 

1. General Overlay Detection

2. Specific Wallhack Detection

Trigger 1 – No-click 
window in front of the 
game process and…



Memory Injection++ ft. Valorant

APIs Suck: 

- Loading a driver normally is too 
easy to prevent

- We can't just load before the 
game starts as Vanguard runs 
from boot

- What if we could get our code 
into the kernel without the help 
of a vulnerable driver?



Memory Injection++ ft. Valorant – Variant 1: UEFI

EFI:

- We disable secure boot

- Run our injector from the 
UEFI/BIOS boot environment 

- Write our own code into the 
boot cycle

- Map our mischievous driver 
before/as windows is loaded

Firmware
Boot

UEFI:

Win
Bootloader

Driver
Injector

Kernel
Boot

EFI Apps 
(OEM stuff)

Vanguard
Anti-Cheat



Memory Injection++ ft. Valorant – Variant 2: DMA

Direct Memory Access (DMA):

- A separate PCI card which 
circumvents the CPU entirely

- Camouflaged as a legitimate 
device if required 

- We can then stealthily map our 
code into the kernel



Memory Injection++ ft. Valorant

So what happened?

- Vanguard hooks into the 
windows page fault handler

- Using this trick they can catch 
unsigned kernel code executing

- It doesn’t matter how the code 
got there!



Road Map

1: Intro and not getting banned

● Game cheats and anti-
cheats

● Methods that don’t lead to 
a ban

2: Getting Banned

● What gets you banned 
from various big titles

● How to do it with style

3: Staying Banned

● Account vs Hardware Bans
● How Hardware Bans work
● How to spoof hardware 

serials/IDs

4: Getting Others Banned

● Get someone else banned

● Make any Malware Worse!

● Make your friends go and 
play outside. 



Account Vs Hardware Ban

- Rewind to 2015… 
- You’ve been banned from 

Rainbow 6 Siege 
- No Problem!
- Make a new account, get 

back to cheating
- Do it again…
- …and again

you

The answer? Hardware ID Bans

also 
you

also 
you

also 
you



Some Hardware IDs

DIMM Memory
Serials

Motherboard
Serials + IDs

Internal or 
External NIC

GPU 
Serials

Volume Serials
and OS Info



Dumping out the Hardware IDs

*example IDs are already banned on some titles



Hardware ID Spoofer

● You can buy hardware ID 
spoofers from game cheat 
websites

● Most spoof the reporting of the 
IDs to software

● So can be detected by anti-
cheats.

● Can we directly change the 
hardware?



Examples

There is too much hardware to cover in one talk!

Focuses:

Motherboard

RAM



Motherboard Shenanigans

Attempt 1

- Load AMI Firmware Update
software onto USB

- Boot into EFI shell

- Change IDs for the current 
power cycle 

Issues

- Volatile (resets on power cycle)

- Limited functionality 

- Violates secure boot 



Motherboard Shenanigans

Attempt 1 2

- Boot machine into MSDOS 

- Using AFUDOS utility, dump 
the BIOS 

- Scan for and change desired 
serials – incl. inbuild MAC on 
some boards

- Using AFUDOS utility, flash the 
edited BIOS

Problem Solved

- Non-volatile

- Bypasses secure boot   

- YIPPEE?

BIOS WRITE 
PROTECTIONS!



Motherboard Shenanigans

Attempt 1 2 3

- Connect to the onboard SPI 
chip (EEPROM) directly  

- Interface from a separate 
machine using flashrom

- Dump, edit, and then reflash 
the BIOS

- Profit? 



Motherboard Shenanigans

Connect 
to the 
SPI chip 
directly  

Power 
the chip 
so we 
can read 
the flash

The chip 
shares 
power 
with the 
MOBO

We can’t 
power 
the chip 
alone



Motherboard Shenanigans

Attempt 1 2 3 4

- Desolder the SPI chip from 
the motherboard 

- Connect to adapter then 
interface via flashrom

- Flash edited BIOS

- Resolder SPI chip to 
motherboard 



Motherboard Shenanigans

Before

After



Spoofing RAM

RAM is traditionally difficult to 
spoof from hardware due to:

• lack of software tools

• no SPI interface

• write protected chips

The adapter setup required to 
overcome this is a little messy

*thanks to the BADRAM project 



Spoofing RAM – The Process

1. Connect DIMM adapter to a Pi 
Pico 

2. Dump SPD chip (EEPROM) data 

3. Hex edit the serials to desired ID 
values 

4. Kill write protection on the chip

• Send 7V down pin 139  

• Issue CWP command to 0x33

5. Write edited SPD dump back to 
the chip and profit



Road Map

1: Intro and not getting banned

● Game cheats and anti-
cheats

● Methods that don’t lead to 
a ban

2: Getting Banned

● What gets you banned 
from various big titles

● How to do it with style

3: Staying Banned

● Account vs Hardware Bans
● How Hardware Bans work
● How to spoof hardware 

serials/IDs

4: Getting Others Banned

● Get someone else banned

● Make any Malware Worse!

● Make your friends go and 
play outside



A Supervision Issue 

April 1st 2025…
Twas the night before 
the BHUSA deadline –
Sam and Marius were 
hard at work… 

U free 2 help @tom?

Super busy sorry

Stop the crap Tom

Meanwhile... 
A devious prank is 
imagined to save 
future PhD students



A Week Later…

- I come into work.

- Select All + Delete my 
emails

- Settle in for a morning 
playing Valorant

….

NOOOOOOO!



What Happened?

● Sam ran a script on Tom’s machine to dump out the hardware IDs.

● Sam faked those hardware IDs on his machine.

● Sam got his machine (with Tom’s hardware IDs) banned.

● The next day Tom logs into the game, the anti-cheat sees banned 
hardware IDs and bans Tom’s account.

● Result: Tom has to do some work on the damned slides. 



This Could Make Any Malware Much Worse

Grandoreiro++: Banking Malware that steals money and gets you 
banned from Rainbow 6.

PowerGhost++: Mines Crypto using your machine and gets you banned 
from Valorant.

Stuxnet++: Disable nuclear centrifuges and stop nuclear engineers 
playing Fortnite. No more victory royales. 



This Could Make Any Malware Much Worse

Grandoreiro++: Banking Malware that steals money and gets you 
banned from Rainbow 6.

PowerGhost++: Mines Crypto using your machine and gets you banned 
from Valorant. 

Stuxnet++: Disable nuclear centrifuges and stop nuclear engineers 
playing Fortnite. No more victory royales. 



Game Bans as an Attack

● This is not a problem for weaker anti-cheats (like VAC) that do not 
hardware ban

● Getting innocent people banned in games is a real attack that works 
in practice 

● Any attempt to mitigate this attack would make hardware banning 
much weaker
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● Game cheats and anti-
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Summary of Cheat Technique, Bans and Games

● Basic techniques blocked but no ban

○ Common cheat tools, opening process, reading/writing memory, loading 
vulnerable drivers.

● Mapping code into the game process - ban on Overwatch. 

● Mapping code into the kernel - ban on Rainbow 6.

● Simulate inputs - ban on Apex Legends.

● Add a video overload - ban on Fortnite.

● Load our own driver sneakily - ban on Valorant



Conclusion

- Modern anti-cheats shrug off many 
traditional cheat attempts 

- Properly getting banned can be very easy or 
very hard

- Modifying hardware is the king of spoofing

- The touchgrassm8 and StreamerBan3000©

available now in your town
https://game-research.github.io/


